Catching Vulnerabilities
. & Trapping Exploits
J C A N A R Y T R A P Canary Trap's elite team of security experts

come armed with the tools, experience and
credentials to help improve your organization’s
security resiliency and cyber risk posture.

INCIDENT MANAGEMENT PLANNING

Helping you manage security incidents effectively and efficiently.

SERVICE OVERVIEW

Incident management planning aims to establish the Canary Trap's approach to incident management
proper set of documented policies and playbooks planning combines several activities to ensure a
that are customized to best fit the organizational robust engagement:
structure, company culture and operations.
» Interviewing key business stakeholders
Playbooks are processes which are comprised of » Defining key requirements
graphical flowcharts and narratives in textual form. * Reviewing all existing documents, processes,
They guide business stakeholders on how to contracts, and policies
respond in the event of a security incident. Writing the core policy
Playbooks also provide business stakeholders with a Designing the playbooks
clear guide on how to get to resolution effectively Writing the narratives
and efficiently. Motivations underlying the need to Tabletop exercise
implement incident management planning include,
but are not limited to: Canary Trap combines human expertise with
sophisticated tools, proven methodologies and,
v' Insurance requirements where appropriate, threat intelligence to ensure a

v Compliance requirements thorough, in-depth approach to security testing
v Customer/contract requirements and assessments.

v" Proper awareness, preparation and support of
key business stakeholders
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Engage Canary Trap Documentation The Canary Trap Approach
Specialists

Canary Trap will deliver v' Step 1: Interview
Complete our Scoping complete and peer reviewed v Step 2: Define
Questionnaire at documentation which v Step 3: Review

www.canarytrap.com or T v Step 4: Write
Contact Us directly by underpin this engagement. y Steg e Tost

telephone or email.
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