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Penetration Tester

Do you have what it takes to join the elite security testing team?
If you answered “Yes” we'd love to put you to the test!

Canary Trap is always on the lookout for professionals to join our growing team. The Penetration
Tester has deep technical expertise in the processes, procedures, tools and methodology for
assessing IT Security risk. This role requires an individual who can independently visualize the
network topology from information provided, prepare tests, conduct hacker simulations and
demonstrate the likelihood of data compromise via 'proof of concept exploitation' of a given
vulnerability. Further to the tests, to be able to clearly describe the problem, the concerns and
provide recommendations to fix.

Qualified candidates must possess the required certifications, expertise and experience along with
interpersonal skills necessary for success.

Job Responsibilities & Description:

e Conduct initial penetration test scoping/kick off meetings with stakeholders

e Conduct application, cloud service, network, security device, firmware and I0T/0T
penetration testing within the designated scope and rules of engagement

e Provide consultation on appropriate remediation actions

e Provide reports on network and device security

o Administrator level knowledge of Server Operating Systems specifically Unix and Windows.

e Intricate technical knowledge of TCP/IP Networking/Routing, Intranet / Internet
Architectures and Segregation Technologies/VLANS, Firewalls, Intrusion Detection, Intrusion
Prevention, SQL Databases

e Ability to test web technologies e.g. web applications, containers, container managers

e Programming ability to create, read and modify exploit code to achieve system penetration.
C, C++, Java, C#, scripting knowledge is an asset.

e Programming ability to create, read and modify exploit code to achieve system penetration.
C, C++, Java, C#, scripting knowledge is an asset.

o Ability to present the penetration testing results including recommendations to fix.

o Bachelor's degree in Computer Science, Information Technology, Cyber Security, or related
discipline or equivalent experience

e Required certification: OSCP or equivalent
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e Minimum of 5 years 5 years of "hands on" Penetration Testing Experience with operating
systems, web applications and network infrastructure.

¢ Minimum of 5 years of experience with using Penetration Testing Tools. e.g. NMap, Nessus,
Metasploit, BurpSuite, Nikto, Tcpdump.

e This description is not a comprehensive listing of activities, duties or responsibilities that
may be required of the employee and other duties, responsibilities and activities may be
assigned or may be changed at any time with or without notice.

Have what it takes to Join Canary Trap?

Submit your resume/CV to careers@canarytrap.com along with a personal letter.
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